
Black Box Software Testing            Copyright ©  2000-10        Cem Kaner & James Bach 1

This work is licensed under the Creative Commons Attribution License. To view a copy of this 

license, visit http://creativecommons.org/licenses/by-sa/2.0/ or send a letter to Creative Commons, 

559 Nathan Abbott Way, Stanford, California 94305, USA.

These notes are partially based on research that was supported by NSF Grants EIA-0113539 

ITR/SY+PE: ïJnqspwjoh the Education of Software Uftufstð boe DDMJ-1828724 ïBebqubujpo ' 

Implementation of an Activity-Cbtfe Pomjof ps Izcsje Dpvstf jo Tpguxbsf Uftujoh/ð Any opinions, 

findings and conclusions or recommendations expressed in this material are those of the author(s) 

and do not necessarily reflect the views of the National Science Foundation.



Black Box Software Testing            Copyright ©  2000-10        Cem Kaner & James Bach 2

The practices recommended and discussed in this 
course are useful for an introduction to testing, but 
more experienced testers will adopt additional 
practices. I am writing this course with the mass-
market software development industry in mind. 
Mission-critical and life-critical software development 
efforts involve specific and rigorous procedures that 
are not described in this course.

Some of the BBST-series courses include some legal 
information, but you are not my legal client. I do not 
provide legal advice in the notes or in the course. 

If you ask a BBST instructor a question about a specific 
situation, the instructor might use your question as a 
teaching tool, and answer it in a way that s/he believes 
xpvme ïopsnbmmzð cf usvf cvu such an answer may be 
inappropriate for your particular situation or incorrect 
in your jurisdiction. Neither I nor any instructor in the 
BBST series can accept any responsibility for actions 
that you might take in response to comments about 
the law made in this course. If you need legal advice, 
please consult your own attorney.
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My job titles are Professor of Software Engineering at the Florida 
Jotujuvuf pg Ufdiopmphz- boe Sftfbsdi Gfmmpx bu Tbujtgjdf- Jod/ Jòn 
also an attorney, whose work focuses on same theme as the rest 
of my career: satisfaction and safety of software customers and 
workers.

Jòwf xpslfe bt b qsphsbnnfs- uftufs- xsjufs- ufbdifs- vtfs 
interface designer, software salesperson, organization 
development consultant, as a manager of software testing, user 
documentation, and software development, and as an attorney 
focusing on the law of software quality. These have provided many 
insights into relationships between computers, software,  
developers, and customers.

I studied Experimental Psychology for my Ph.D., with a 
dissertation on Psychophysics (essentially perceptual 
measurement). This field nurtured my interest in human factors 
(usability of computer systems) and the development of useful, 
valid software metrics.

J sfdfoumz sfdfjwfe BDNòt Tqfdjbm Joufsftu Hspvq po Dpnqvufst 
boe Tpdjfuz ïNbljoh b Ejggfsfodfð bxbse- xijdi jt ïqsftfoufe up 
an individual who is widely recognized for work related to the 
interaction of computers and society. The recipient is a leader in 
qspnpujoh bxbsfoftt pg fuijdbm boe tpdjbm jttvft jo dpnqvujoh/ð

http://www.sigcas.org/awards-1/awards-winners/sigcas-making-a-
difference-award-2009 
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I started in this business as a programmer. I like 
programming. But I find the problems  of software quality 
analysis and improvement more interesting than those of 
software  production. For me, there's something very 
compelling about the question "How do I  know my work is 
good?" Indeed, how do I know anything is good? What does 
good mean?  That's why I got into SQA, in 1987.

Today, I work with project teams and individual engineers 
to help them plan SQA, change  control, and testing 
processes that allow them to understand and control the 
risks of product failure. I also assist in product risk analysis, 
test design, and in the design and implementation of 
computer-supported testing. Most of my experience is with 
market-driven Silicon Valley software companies like Apple 
Computer and Borland, so the  techniques I've gathered 
and developed are designed for use under conditions of 
compressed  schedules, high rates of change, component-
based technology, and poor specification. 
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I've been teaching students of all ages ífrom 
Kindergarten to University ífor the past 25 years. My 
primary interests are how people learn and how 
technology can make educational efforts more effective 
and more accessible to more people.

Until recently, I served as an Assistant Professor of 
Education at Indiana State University and St. Mary-of-the-
Woods College, but to really get to the roots of effective 
design of online education, especially for working 
professionals, it made more sense for me to go 
independent and focus my own time as an independent 
consultant. I consult primarily through Acclaro Research 
Solutions,  www.acclaroresearch.com.

Cem Kaner and I are co-Principal Investigators on the 
National Science Foundation grant that subsidizes 
development of these courses.

My Ph.D. (University of Central Florida) concentrations 
were in Instructional Technology and Curriculum. My 
dissertation research applied qualitative research methods 
to the use of electronic portfolios. I also hold an M.B.A. in 
Management and a Bachelor of Music (Education). 
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The BBST lectures evolved out of courses co-authored by Kaner & Hung Quoc Nguyen and 
by Kaner & Doug Hoffman (now President of the Association for Software Testing), which 
xf nfshfe xjui Kbnft Cbdiòt boe Njdibfm Cpmupoòt Sbqje Tpguxbsf Uftujoh )STU* dpvstft. 
The online adaptation of BBST was designed primarily by Rebecca L. Fiedler.

This is a continuing merger: we freely pilfer from RST, so much that we list Bach as a co-
author even though Kaner takes ultimate responsibility for the content and structure of the 
BBST set.

After being developed by practitioners, the course evolved through academic teaching and 
research largely funded by the National Science Foundation. The Association for Software 
Testing served (and serves) as our learning lab for practitioner courses. We evolved the 4-
week structure with AST and have offered over 30 courses to AST students. We could not 
ibwf dsfbufe uijt tfsjft xjuipvu BTUòt dpmmbcpsbujpo/

We also thank Jon Bach, Scott Barber, Bernie Berger, Ajay Bhagwat, Rex Black, Jack Falk, 
Elizabeth Hendrickson, Kathy Iberle, Bob Johnson, Karen Johnson, Brian Lawrence, Brian 
Marick, John McConda, Melora Svoboda, dozens of participants in the Los Altos Workshops 
po Tpguxbsf Uftujoh- uif Tpguxbsf Uftu Nbohfstò Spvoeubcmf- uif Xpsltipqt po Ifvsjtujd 
& Exploratory Techniques, the Workshops on Teaching Software Testing, the Austin 
Workshops on Test Automation and the Toronto Workshops on Software Testing and 
students in over 30 AST courses for critically reviewing materials from the perspective of 
experienced practitioners. We also thank the many students and co-instructors at Florida 
Tech, who helped us evolve the academic versions of this course, especially Pushpa 
Bhallamudi, Walter P. Bond, Tim Coulter, Sabrina Fay, Ajay Jha, Alan Jorgenson, Kishore 
Kattamuri, Pat McGee, Sowmya Padmanabhan, Andy Tinkham, and Giri Vijayaraghavan.
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Epxompbe uifn gspn ç

www.testingeducation.org/BBST
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Testing software involves investigating a 
product under tight constraints. Our 
goal is to help you become a better 
investigator:

ÆKnowledge and skills important to 
testing practitioners

ÆContext-driven

ïDiverse contexts call for diverse 
practices

ïXf epoòu ufbdi ïcftu qsbdujdft/ð 
Instead, we teach practices that 
are useful in the appropriate 
circumstances.

ïhttp://kaner.com/?p=49
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Æ3 courses lead to the Certificate in 
Software Testing (CST)

ïFoundations

ïBug Advocacy

ïSurvey of Test Techniques

Æ5 more for the Certificate in 
Software Test Design (CSTD)

ïDomain Testing

ïRisk-Based Testing

ïSpecification-Based Testing

ïUse Cases and Scenarios

ïExploratory & Scripted 
Approaches

10

The CST is currently offered by the Florida 

Institute of Technology. 

In theory, any organization could create and 

offer a CST based on our materials. However, if 

you want us (the Florida Tech group) to 

recognize your Certificate as equivalent to ours, 

we need to coordinate standards. This includes:

ÅTeaching by certified instructors, typically 

with a pair of teachers to improve reliability 

of standards. (We are developing online 

instructor training and certification.)

ÅProctored final exams (we currently use 

SecureExamôsRemote Proctor)

If you want to collaborate with us in offering an 

equivalent Certificate series at your 

organization, contact us at kaner@kaner.com. 
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Professor selects from the same:

ÆVideos

ÆQuiz questions

ÆOrientation exercises, labs and 
assignments

Blends these with her or his material, 
which often includes:

ÆMore theory, or

ÆGlass box techniques, or

ÆTopics of greater interest to local 
industry

11

If you're a professor and 

want to talk about 

incorporating these 

materials into your 

courses, contact me at 

kaner@cs.fit.edu
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ÆUnderstand key testing challenges that 
demand thoughtful tradeoffs by test 
designers and  managers.

ÆDevelop skills with several test techniques

ÆChoose effective techniques for a given 
objective under your constraints

ÆImprove the critical thinking and rapid 
learning skills that underlie good testing

ÆCommunicate your findings effectively

ÆWork effectively online with remote 
collaborators

ÆPlan investments (in documentation, tools, 
and process improvement) to meet your 
actual needs

ÆCreate work products that you can use in 
job interviews to demonstrate testing skill

12



Black Box Software Testing            Copyright ©  2000-10        Cem Kaner & James Bach

Learning about testing

ÆKey challenges of testing

ïInformation objectives drive the 
testing mission and strategy

ïOracles are heuristic

ïCoverage is multidimensional

ïComplete testing is impossible

ïMeasurement is important, but 
hard

ÆIntroduce you to:

ïBasic vocabulary of the field

ïBasic facts of data storage and 
manipulation in computing

ïDiversity of viewpoints

ïViewpoints drive vocabulary

Improving academic skills

ÆOnline collaboration tools

ïForums

ïWikis

ÆPrecision in reading

ÆClear, well-structured  
communication

ÆEffective peer reviews

ÆCope calmly and effectively 
with formative assessments 
(such as tests designed to help 
you learn).

13
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Every aspect of the course is designed to help 
you learn

ÆOrientation exercises (readiness for learning)

ÆVideo lectures

ÆQuizzes (no one who honestly tried to do well 
on the quizzes has failed the course because of 
low quiz scores)

ÆLabs (one-person tasks that apply learning)

ÆSocial interactions

ÆPeer reviews

ÆGroup Assignments 

ÆStudy-guide driven exams

ïExam cram forum

ïProctored exam

14
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The nature 

of testing
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Textbooks often define a 
ïdpnqvufs qsphsbnð mjlf uijt;

16
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That's like defining a house like this:

I'd rather define it as

This second definition focuses on 
the purpose and stakeholders of 
the house, rather than on its 
materials.

17
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The focus is on

ÅStakeholders

ï(for people)

ÅPurpose

ï(to live in)

Stakeholder:

Any person affected by:

Åsuccess or failure of a 
project, or 

Åactions or inactions of 
a product, or

Åeffects of a service.
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The narrow focus on the 

machine prepares 

Computer Science 

students to make the 

worst errors in software 

engineering ñin their 

first two weeks of school.
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A computer program is

Æa communication 

Æamong several humans and 
computers 

Æwho are distributed over 
space and time, 

Æthat contains instructions 
that can be executed by a 
computer.

The point of the 

program is to 

provide value 

to the stakeholders.
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Quality is inherently subjective.

Different stakeholders will

perceive 

the same product 

as having 

different levels of quality.

Testers look for 

different things é

é for different 

stakeholders

21



Black Box Software Testing            Copyright ©  2000-10        Cem Kaner & James Bach

An attribute of a software product 

Æthat reduces its value to a 
favored stakeholder 

Æor increases its value to a 
disfavored stakeholder

Æwithout a sufficiently large 
countervailing benefit.

An error:

ÆMay or may not be a coding 
error, or a functional error

Design errors are bugs too.

òAny threat to the 

value of the product 

to any stakeholder 

who matters.ó

--James Bach
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Æis an empirical

Ætechnical

Æinvestigation

Æconducted to provide stakeholders

Æwith information 

Æabout the quality

Æof the product or service under test We design and run 

tests in order to gain 

useful information  

about the product's 

quality.
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ÆFind important bugs

ÆAssess the quality of the product

ÆHelp managers assess the progress of the project

ÆHelp managers make release decisions

ÆBlock premature product releases

ÆHelp predict and control product support costs

ÆCheck interoperability with other products

ÆFind safe scenarios for use of the product 

ÆAssess conformance to specifications

ÆCertify the product meets a particular standard

ÆEnsure the testing process meets accountability 
standards 

ÆMinimize the risk of safety-related lawsuits

ÆHelp clients improve product quality & testability

ÆHelp clients improve their processes

ÆEvaluate the product for a third party

Different 

objectives 

require different 

testing tools 

and strategies 

and will yield 

different tests, 

test 

documentation 

and test results. 

24
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More about

definitions
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ÆTpnf qfpqmf epoòu mjlf pvs efgjojujpo pg 
testing

ïThey would rather call testing a hunt for 
bugs

ïOr a process for verifying that a 
program meets its specification

ÆThe different definitions reflect different 
visions of testing.

ÆMeaning is not absolute. Words mean what 
the people who say them intend them to 
mean and what the people who hear them 
interpret them as meaning.

ÆClear communication requires people to 
share definitions of the terms they use. If 
you're not certain that you know what 
someone else means, ask them .

26

We would rather 

embrace the genuine 

diversity of our field 

than try to use 

standards committees 

to hide it or 

legislate it away.
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http://www.testingeducation.org/dictionary/index.php/Main_Page
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We provide definitions for key concepts:

ÆTo limit ambiguity, and 

Æto express clearly the ideas in our courses

And we expect you to learn them.

And we will test you on them. And give you 
cbe uftu hsbeft jg zpv hfu uifn ïxspoh/ð

Xf EPOòU sfrvjsf zpv up bddfqu pvs 
definitions as correct OR as the most 
desirable definitions. 

We only require you to demonstrate that 
you understand what we are saying.

Jo uif ïsfbm xpsmeð- xifo tpnfpof vtft pof 
of these words, ask them what THEY mean 
instead of assuming that they mean what WE 
mean.

28

AST encourages its 

members to discuss, 

debate and provide 

additional historical 

background in their 

definition wiki.

Similarly, we welcome 

critical discussion in 

our forums
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And now, 

back to the 

definitions

This course is 

primarily 

about òblack 

boxó òsystem-

leveló testing. 
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The tester designs tests from his 
(research-based) knowledge of the 
qspevduòt vtfs dibsbdufsjtujdt boe 
needs, the subject area being 
bvupnbufe )f/h/ ïjotvsbodfð*- uif 
qspevduòt nbslfu- sjtlt- boe 
environment (hardware / software). 

Some authors narrow this concept to 
testing exclusively against an 
bvuipsjubujwf tqfdjgjdbujpo/ )Xf epoòu/*

The black box tester 

becomes an expert 

in the relationships 

between the program 

and the world in 

which it runs. 
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Glass box testers typically ask 

ÆïEpft uijt dpef ep xibu uif 
qsphsbnnfs fyqfdut ps joufoet@ð 

in contrast to the black box question: 

ÆïEpft uijt ep xibu uif vtfst 
)ivnbo boe tpguxbsf* fyqfdu@ð

Hmbtt cpy jt pgufo dbmmfe ïxijuf cpyð 
up dpousbtu xjui ïcmbdl cpy/ð

31

The glass box 

tester becomes an 

expert in the 

implementation of 

the product under 

test. 
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Qfpqmf pgufo btl vt- ïJg uifsf jt cmbdl cpy 
testing and white box testing, what is grey 
cpy uftujoh@ð

Xf epoòu uijol uifsf jt b tuboebse 
efgjojujpo/ ïB cmfoe pg cmbdl cpy boe xijuf 
cpy bqqspbdiftð jt opu wfsz jogpsnbujwf/ 

Examples of grey box:

ÆStudying variables that are not visible to 
the end user (e.g. log file analysis or 
performance of subsystems)

ÆDesigning tests to stress relationships 
between variables that are not visible to 
the end user

Search the web for more examples of 
ïhsfz cpy uftujohð eftdsjqujpot/ Uifsf bsf 
thousands.

32
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Bsf ïcmbdl cpyð ps ïhmbtt cpyð uftu ufdiojrvft@

Xf qsfgfs up dbmm uifn ïbqqspbdift/ð 

Sfgfsfodf/dpn efgjoft ïufdiojrvfð bt;

Åñthe body of specialized procedures and methods 
used in any specific field, esp. in an area of applied 
science. 

Åmethod of performance; way of accomplishing.ò

Xifo tpnfpof tbzt uifzòmm ep ïcmbdl cpy uftujoh-ð 
zpv epoòu lopx xibu uifzòmm bduvbmmz do , what 
uppmt uifzòmm vtf- xibu cvht uifzòmm mppl gps- ipx 
uifzòmm mppl gps uifn- ps ipx uifzòmm efdjef 
xifuifs uifzòwf gpvoe b cvh/ 

Some techniques are more likely to be used in a 
cmbdl cpy xbz- tp xf njhiu dbmm uiftf ïcmbdl cpy 
ufdiojrvft/ð Cvu ju jt uif ufdiojrvf )ïvtbcjmjuz 
uftujohð* uibu jt cmbdl cpy- opu ïcmbdl cpyð uibu jt 
the technique. 

33
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It is like black box testing, except that 
behavioral testers might also read the 
code and design tests on the basis of 
their knowledge of the code.

The notion of "black box" analysis precedes software testing. 
"In science and engineering, a black boxis a device, system or object 
which can (and sometimes can only) be viewed solely in terms of its input, 
output and transfer characteristics without any knowledge of its internal 
workings. Almost anything might be referred to as a black box: a transistor, 
an algorithm, or the human mind.ò See http://en.wikipedia.org/wiki/Black_box.

Behavioral testing removes this restriction

34
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Several academics (and some practitioners) have 
buubdlfe ïcmbdl-cpyð uftujoh/ Cpsjt Cfj{fs dbmmfe ju 
ïjhopsbodf-cbtfe uftujoh/ð 

Cfj{fs qsfgfssfe ïcfibwjpsbm uftujohð ítests of visible 
behavior, informed by knowledge of the internals where 
possible ías making for better test design.

I think the distinction reflects an underlying difference 
of opinion about what testers are supposed to do.

Ammann and Offutt's excellent text, Introduction to 
Software Testing, offers a sophisticated, unifying view of 
the field, but it focuses on verification (was something 
implemented correctly?). It seems blind to questions 
of validation (are we building the right thing?). 

Behavioral testing is useful when our purpose is to 
verify that the program does what the programmer 
intended. 

However, to the intentionally black-box tester, the 
focus is on what the program should do. For this, 
the tester must look beyond the code, to the 
qsphsbnòt sfmbujpot xjui qfpqmf boe uifjs xpsme/ 

35
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Qfpqmf xip qsfgfs ïcfibwjpsbmð uftujoh 
up ïcmbdl cpyð vtvbmmz qsfgfs 
ïtusvduvsbmð up ïhmbtt cpyð ps ïxijuf 
cpy/ð 

As far as we can tell, structural 
testing is the same as glass box 
testing.
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Unit tests focus on individual units of 
the product. 

Programmers typically describe unit 
testing as glass box testing, focused on 
individual methods (functions) or 
individual classes.
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IEEE standard 1008 on software 
unit testing clarifies that a unit 

"may occur at any level of the design 
hierarchy from a single module to a 
complete program." 

If you think of it as one thing, and test 
it as one thing, it's a unit. Black box unit tests?

Imagine a code 

library that specifies 

the interfaces of its 

functions but 

provides no source 

code. How does the 

programmer try out a 

function? 
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Integration tests study how two (or 
more) units work together. You can 
have:

Ælow-level integration (2 or 3 units) 
and 

Æhigh-level integration (many units, all 
the way up to tests of the complete, 
running system). 

Integration testing might be black box 
or glass box. Integration testers often 
use knowledge of the code to predict 
and evaluate how data flows among the 
units.

39
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System testing focuses on the value 
of the running system. 

"System testing is the process of 
attempting to demonstrate how the 
program does not meet its objectives"

Glen Myers (1979), The Art of Software 
Testing, p. 110.
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ÆTypically it is glass box testing. 

ÆExamples include unit tests, 
integration tests, tests of dataflows, 
and tests of performance of specific 
parts of the program. These are all 
implementation-level tests. 

ÆTypically, implementation-level tests 
ask whether the program works as 
the programmer intended or 
whether the program can be 
optimized in some way.

41
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The Extreme Programming community 
dpjofe uif ufsn- ïQsphsbnnfs Uftujoh/ð 
http://www.c2.com/cgi/wiki?HistoryOfProgrammerTest and 
http://www.manning.com/rainsberger/

ÆAs used in that community (and by 
us), programmer-testing does NOT 
refer to anytests run by a 
programmer. 

ÆOur impression is that Programmer 
Testing and Implementation-Level 
Testing mean the same thing.

ÆXf qsfgfs ïJnqmfnfoubujpo-Level 
uftujohð )xijdi dpousbtut dmfbomz xjui 
System-Mfwfm uftujoh*- cvu zpvòsf 
likely to see both terms.

42
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We analyze a function in terms of the 
inputs we can provide it and the 
outputs we would expect, given those 
inputs.

(See W.E. Howden, Functional Program 
Testing & Analysis, 1987)
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Jo dpousbtu up ïgvodujpobm uftujohð- 
people often refer to  or 

testing.

(Why parafunctionalinstead of nonfunctional? Calling 
uftut ïopogvodujpobmð gpsdft bctvse tubufnfout- mjlf 
ïbmm uif opogvodujpobm uftut bsf opx xpsljohçð*

This includes testing attributes of the 
software that are general to the 
program rather than tied to any 
particular function, such as usability, 
scalability, maintainability, security, 
speed, localizability, supportability, etc.

The concept of 

parafunctional (or 

non-functional) 

testing is so vague 

as to be 

dysfunctional. 

We wonõt often use it 

in the course.
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In early times, most software development 
was done under contract. A customer (e.g. 
the government) hired a contractor (e.g. 
IBM) to write a program. The customer 
and contractor would negotiate the 
contract. Eventually the contractor would 
say that the software is done and the 
customer or her agent (such as an 
independent test lab) would perform 

to determine whether 
the software should be accepted.

If software failed the tests, it was 
unacceptable and the customer would 
refuse to pay for it until the software was 
made to conform to the promises in the 
contract (which were what was checked 
by the acceptance tests).

This is the meaning 

we will adopt 

in this course.
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(At least, 
not in the traditional sense of the word.)

But many people use the word anyway. 

Up uifn- ïbddfqubodf uftujohð sfgfst up uftut uibu 
might help someone decide whether a product is 
ready for sale, installation on a production server, 
or delivery to a customer. 

To us, this describes a efwfmpqfsòt efdjtjpo (whether 
to deliver) rather than a dvtupnfsòt efdjtjpo (whether 
up bddfqu*- tp xf xpoòu vtf uijt ufsn uijt xbz/ 

However, it is a common usage, with many local 
variations. Therefore, far be it from us to call it 
ïxspoh/ð Cvu xifo zpv ifbs ps sfbe bcpvu 
ïbddfqubodf uftujohð- epoòu bttvnf zpv lopx xibu 
meaning is intended. Check your local definition. 

Bolton, http://www.developsense.com/presentations/2007-10-PNSQC-
UserAcceptanceTesting.pdf
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The key notion is that the independent 
uftufst bsfoòu jogmvfodfe ps qsfttvsfe 
to analyze and test the software in 
ways preferred by the developers.

Independent labs might be retained to 
do any type of testing, such as 
functional testing, performance testing, 
security testing, etc. 



Black Box Software Testing            Copyright ©  2000-10        Cem Kaner & James Bach48

About that 

Quiz
(the one youõre 

about to takeé)
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ÆBBST Quizzes are OPEN BOOK

ÆYou are welcome to take the quiz while you 
watch the video or read the materials.

ÆYou can take the quiz with a friend (sit side 
by side or skypetogether)

ÆZpv nbz opu dpqz tpnfpof fmtfòt botxfst/ 
Jg zpv vtf tpnfpof fmtfòt botxfs xjuipvu 
figuring out yourself what the answer is, or 
working it out with a partner (and actively 
engage in reasoning about it with your 
partner), you are cheating.

ïIf you make an honest effort on the 
rvj{{ft cvu tdpsf qppsmz- epoòu qbojd/ 
The scores are for your feedback and to 
tell us who is tryingto make progress in 
the course. No one who has honestly 
attempted the quizzes has ever failed the 
course because of low quiz grades.
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The quizzes are designed to help you 
determine how well you understand the 
lecture or the readings and to help you gain 
new insights from lecture/readings.

ÆXf xjmm nblf gjof ejtujodujpot/ )Jg zpvòsf 
not sure of the answer, go back and read 
again or watch the video)

ÆWe will demand precise reading. (The 
ability to read carefully, make distinctions, 
and recognize and evaluate inferences in 
what is read, is essential for analyzing 
specifications.  All testers need to build 
these skills.)

ÆWe will sometimes ask you to think about 
a concept and work to a conclusion.

It is common for students to learn new things 
while they take the quiz.
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ÆTypical question has 7 alternatives:
a. (a)
b. (b)
c. (c)
d. (a) and (b)
e. (a) and (c)
f. (b) and (c)
g. (a) and (b) and (c)

ÆScore is 25% if you select one correct 
of two (e.g. answer (a) instead of (d).) 

ÆScore is 0 if you include an error (e.g. 
answer (d) when right answer is only 
(a).) People usually remember the errors 
they hear from you more than they notice 
what you omitted to say.
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For a detailed discussion 

of our standards, see 

Kaner, òWriting multiple 

choice test questions,ó 

developed as part of the 

ASTõs Open Certification 

project.

http://kaner.com/?p=34
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Sample 

Quiz 

Question
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a. Black box tests cannot be as powerful as glass 
box tests because the tester doesn't know 
what issues in the code to look for. 

b. Black box tests are typically better suited to 
measure the software against the expectations 
of the user, whereas glass box tests measure 
the program against the expectations of the 
programmer who wrote it. 

c. Glass box tests focus on the internals of the 
program whereas black box tests focus on the 
externally visible behavior. 

d. (a) and (b) 

e. (a) and (c) 

f. (b) and (c) 

g. (a) and (b) and (c) 
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What is the significance of the difference between 
black box and glass box tests?

54

These might 

seem unfairly 

hard to begin 

with, but youõll 

get better at 

them with 

practice.

The underlying 

skills have 

value.
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a. must be done by an outside 
company. 

d. (a) and (b) 

e. (a) and (c)

f. (b) and (c)

g. (a) and (b) and (c) 
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Answer (b) might be correct 

under other definitions of 

independent testing but not in 

the definition òaccording to the 

lecture.ó 

The lecture includes any type of 

testing, as long it is independent. 

Real-life example: electronic 

voting systems are subject to 

code review and glass box 

testing by independent test labs.
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About the 

Exam
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Our exams are closed book, essay style.

Xf gpdvt tuvefoutò xpsl xjui fttbz rvftujpot jo b tuvez 
guide. We draw all exam questions from this guide. 

We expect well-reasoned, well-presented answers. This is 
the tradeoff. You have lots of time before the exam to 
develop  answers. On the exam, we expect good answers.

We encourage students to develop answers together.

Qmfbtf epoòu usz up nfnpsj{f puifs tuvefoutò botxfst 
jotufbe pg xpsljoh po zpvs pxo/ Juòt vtvbmmz jofggfdujwf 
(memorization errors lead to bad grades) and you end up 
learning very little from the course.

Qmfbtf epoòu qptu tuvez hvjef rvftujpot boe tvhhftufe 
answers on public websites. That encourages students (in 
other courses) to memorize your answers instead of 
developing their own. Even if someone could memorize all 
your answers perfectly, and all your answers were perfect, 
this would teach them nothing about testing. It would 
cheat them of the educational value of the course.

57

Weôll visit 

this again in 

a few days.
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ÆWhy are we testing? What are we trying to 
learn? How should we organize our work 
to achieve this? 

ÆHow can we know whether a program has 
passed or failed a test? 

ÆHow can we determine how much testing 
has been done? What core knowledge 
about program internals do testers need to 
consider this question? 

ÆAre we done yet? 

ÆHow much testing have we completed and 
how well have we done it? 
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Required:

ÆCem Kaner, Elisabeth Hendrickson & Jennifer 
Smith-Brock (2001) , "Managing the 
proportion of testers to (other) developers." 
http://kaner.com/pdfs/pnsqc_ratio_of_testers.pdf

Useful to skim:

ÆKbnft Cbdi- ïUif Ifvsjtujd Uftu Tusbufhz 
Npefmð
http://www.satisfice.com/tools/satisfice-tsm-4p.pdf

ÆCem Kaner (2000), "Recruiting software 
uftufst/ï
http://kaner.com/pdfs/JobsRev6.pdf

ÅJonathan Kohl (2010), ñHow do I create value with 
my testing?ò, 
http://www.kohl.ca/blog/archives/000217.html 

ÅKarl Popper (2002, 3rd Ed.) , Conjectures and 
Refutations: The Growth of Scientific Knowledge 
(RoutledgeClassics).
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Your class may use 

other readings, but 

we had these in 

mind when creating 

this lecture.
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Testing is:

Æ"the process of executing a program 
with the intent of finding errors."

Glen Myers (1979, p. 5), Art of 
Software Testing

Æ"questioning a product in order to 
evaluate it." 

James Bach.

62

Some definitions 

are simple and 

straightforward.
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"The process of operating a system or 
component under specified conditions, 
observing or recording the results, and 
making an evaluation of some aspect of 
the system or component." (IEEE 
standard 610.12-1990)

"Any activity aimed at evaluating an 
attribute or capability of a program or 
system and determining that it meets its 
sfrvjsfe sftvmutç/ Uftujoh jt uif 
measurement of software quality." Bill 
Hetzel (1988, 2nd ed., p. 6), Complete 
Guide to Software Testing.
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Others are a little 

more complex
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Æis an empirical

Ætechnical

Æinvestigation

Æconducted to provide stakeholders

Æwith information 

Æabout the quality

Æof the product or service under test
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An  empirical

ÆWe gain knowledge from the world, 
not from theory. (We call our 
fyqfsjnfout- ïuftut/ð*

ÆWe gain knowledge from many 
sources, including qualitative data 
from technical support, user 
experiences, etc.

technical

ÆWe use technical means, including 
experimentation, logic, mathematics, 
models, tools (testing-support 
programs), and tools (measuring 
instruments, event generators, etc.)
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æ jowftujhbujpo

ÆAn organized and thorough search 
for information.

ÆThis is an active process of inquiry. 
We ask hard questions (aka run hard 
test cases) and look carefully at the 
results.

conducted to provide 
stakeholders

ÆSomeone who has a vested interest 
in the success of the testing effort

ÆSomeone who has a vested interest 
in the success of the product

A law firm suing a company for 

having shipped defective 

software has no interest in the 

success of the product 

development effort but a big 

interest in the success of its 

own testing project 

(researching the productõs 

defects).
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æ xjui jogpsnbujpo

ÆThe information of interest is often
about the presence (or absence) of 
bugs, but other types of information 
are sometimes more vital to your 
particular stakeholders

ÆJo jogpsnbujpo uifpsz- ïjogpsnbujpoð 
refers to reduction of uncertainty. A 
test that will almost certainly give an 
expected result is not expected to 
(and not designed to) yield much 
information. 

Karl Popper argued that 

experiments designed to 

confirm an expected result are 

of far less scientific value than 

experiments designed to 

disprove (refute) the hypothesis 

that predicts the expectation. 

See his enormously influential 

book, Conjectures & 

Refutations. 
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æ bcpvu uif rvbmjuz

ÆValue to some person

of the product or service under test

ÆThe product includes the data, 
documentation, hardware, whatever the 
dvtupnfs hfut/ Jg ju epftoòu bmm xpsl 
uphfuifs- ju epftoòu xpsl/

ÆA service (such as custom programming) 
often includes sub-services (such as 
support).

ÆMost software combines product & service
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ÆFind important bugs

ÆAssess the quality of the product

ÆHelp managers assess the progress of the project

ÆHelp managers make release decisions

ÆBlock premature product releases

ÆHelp predict and control product support costs

ÆCheck interoperability with other products

ÆFind safe scenarios for use of the product 

ÆAssess conformance to specifications

ÆCertify the product meets a particular standard

ÆEnsure the testing process meets accountability 
standards 

ÆMinimize the risk of safety-related lawsuits

ÆHelp clients improve product quality & testability

ÆHelp clients improve their processes

ÆEvaluate the product for a third party

Different 

objectives require 

different testing 

tools and 

strategies and will 

yield different 

tests, test 

documentation 

and test results. 
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Mass-market software, close to 

release date. The test group 

believes the product is too 

buggy and that better-informed

tublfipmefst xpvmeoòu tijq ju/

Softwarefails in use and causes 

serious losses. A law firm hires 

testers to determine what 

caused the failures and when 

the seller found these bugs.
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ÆTypically, your mission is to achieve 
your primary information 
objective(s).

ïIf there are too many objectives, 
you have a fragmented, and 
probably unachievable, mission.

ïAwareness of your mission helps 
you focus your work. Tasks that 
help you achieve your mission are 
obviously of higher priority (or 
tipvme cf* uibo ubtlt uibu epoòu 
help you achieve your mission.
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ÆUif uftu hspvqòt njttjpo qspcbcmz 
changes over the course of the project. 
For example, imagine a 6-month 
development project, with first code 
delivery to test in month 2.

ÆMonth 2 / 3/ 4/ 5 may be bug-hunting

ïHarsh tests in areas of highest risk.

ïExploratory scans for unanticipated 
areas of risk.

ÆMonth 6 may be helping the project 
manager determine whether the product 
is ready to ship. 

ïStatus and quality assessments. Less 
testing. 

ïTests include coverage-oriented 
surveys.

72

Make your 

mission explicit. 

Be wary of trying 

to achieve 

several missions 

at the same time.
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ÆWe define 

ïstrategyas the set of ideas that 
guide your test design

ïlogisticsas the set of ideas that 
guide your application of 
resources, and

ïPlanas the combination of your 
strategy, your logistics and your 
project risk management.
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See Bachôs ñHeuristic 

Test Planning: Context 

Modelò

http://www.satisfice.com

/tools/satisfice-cm.pdf
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ÆThe test strategy takes into account:

ïYour resources (time, money, tools, etc.)

ïZpvs tubggòt lopxmfehf boe tljmmt

ïWhat is hard / easy / cheap (etc.) in your 
project environment

ïWhat risks apply to this project

ÆTo choose the best combination of resources 
and techniques

ïthat you can realistically bring to bear

ïto achieve the your mission

ïas well as you can under the circumstances
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See Bachôs ñHeuristic 

Test Strategy Modelò
http://www.satisfice.com/tools/

satisfice-cm.pdf
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Think of the design task as applying the strategy to the choosing of specific test 
techniques and generating test ideas and supporting data, code or procedures:

ÆXipòt hpjoh up svo uiftf uftut@ )Xibu bsf uifjs tljmmt 0 lopxmfehf*@

ÆWhat kinds of potential problems are they looking for?

ÆIpx xjmm uifz sfdphoj{f tvtqjdjpvt cfibwjps ps ïdmfbsð gbjmvsf@ )Psbdmft@*

ÆWhat aspects of the software are they testing? (What are they ignoring?)

ÆHow will they recognize that they have done enough of this type of testing?

ÆHow are they going to test? (What are they actually going to do?)

ÆWhat tools will they use to create or run or assess these tests? (Do they 
have to create any of these tools?)

ÆWhat is their source of test data? (Why is this a good source? What makes 
these data suitable?)

ÆWill they create documentation or data archives to help organize their work 
or to guide the work of future testers?

ÆWhat are the outputs of these activities? (Reports? Logs? Archives? Code?)

ÆWhat aspects of the project context will make it hard to do this work?
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Scenario testing Domain testing

Tests are complex stories that 

capture how the program will be 

used in real-life situations. 

These are combination tests, 

whose combinations are credible 

reflections of real use. 

For every variable or 
combination of variables, 
consider the set of possible 
values. 

Reduce the set by partitioning 
into subsets. Pick a few high-risk 
representatives  (e.g. boundary 
values) of each subset. 

These tests are highly credible 

(stakeholderswill believe users 

will do these things) and so 

failures are likely to be fixed.

These tests are very powerful. 

They are more likely to trigger

failures, but their reliance on 

extreme values makes some 

tests less credible.
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A technique typically tells you how to 
do several (rarely all) of these:

ÆAnalyze the situation

ÆModel the test space

ÆSelect what to cover

ÆDetermine test oracles

ÆConfigure the test system

ÆOperate the test system

ÆObserve the test system

ÆEvaluate the test results

77

It takes several 

different recipes 

to create 

a complete meal.
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Analyze the situation We want to imagine the program as a collection of input and 

output variables. What are their possible values?

Model the test space Follow a stratified sampling model, biased for higherprobability 

of failure: For each variable,split possible values into groups 

that are treated equivalently. Consider valid & invalid values. 

Test at least one from each group, preferably the one most 

likely to show a failure. Next, test groups of a few variables 

together, applying a similar analysis. 

Select what to cover Which variables and combinations will we test?

Determine test oracles Do we look only for input-rejection or output overflow?

Configure the test 

system

What equipment do we test on? Arewe using tools to create 

tests? Execute them? Set everything up.

Operate the test system Execute the tests (e.g. run the automation)

Observe the test 

system

Watch the executionof the tests. Is the system working 

correctly? (e.g. if human testers follow scripts, what actually 

happens while they test this way?)

Evaluate the test results Did the programpass the tests?
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So far today:

ÆTesting

ÆStakeholders

ÆInformation objectives

ÆMission

ÆStrategy

ÆTest techniques

Next:

ÆHow is the testing effort organized?
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SoftCocreates tax preparation 
software.

ÆSell 100,000 copies per year

ÆTwo planned updates (incorporating 
changes in the tax code twice per 
year.)

ÆUsed by consumers and some paid 
preparers of tax returns

ÆProgramming and testing are done 
within the company, at the same 
corporate headquarters.

ÆTest group (4 or more testers) 
reports to its own manager.

80

This is like the 

projects we had 

in mind in 

Testing Computer 

Software.
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TpguDpòttest group includes:

ÆTester skilled with databases and 
calculations

ÆBug-hunter

ÆTool smith

ÆTax lawyer (subject matter expert)

ÆTester interested in network issues 
(including security & performance)

ÆConfiguration tester

ÆWriter (writes test docs well)

ÆTest group manager
See Kaner (2000), ñRecruiting Software Testersò, 
http://www.kaner.com/pdfs/JobsRev6.pdf
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The details of this list are 

less important than the 

diversity of this group. 

Everyone is particularly 

good at something. 

Collectively, they will be 

expert at testing this 

class of application.
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ÆResearch ways this product can fail or be 
unsatisfactory (essentially a requirements 
bobmztjt gspn b uftufsòt qpjou pg wjfx*

ÆHunt bugs (exploratory risk-based 
testing)

ÆAnalyze the specification and create tests 
that trace to spec items of interest

ÆCreate sets of test data with well-
understood attributes (to be used in 
several tests and archived)

ÆCreate reusable tests (manual or 
automated)

ÆCreate checklists for manual testing or 
to guide automation

ÆResearch failures and write well-
researched, persuasive bug reports
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Most in-house test 

groups do most of 

these tasks.
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ÆTesters get notes on what changes are coming, perhaps on 
a product-development group wiki. The notes are 
informal, incomplete, and have conflicting information. 
Testers ask questions, request testability features, and may 
add suggestions based on technical support data, etc.

ÆUispvhipvu uif qspkfdu- uftufst qmbz xjui dpnqfujupstò 
products and/or read books/magazines about what 
products like this should do.

ÆProgrammers deliver some working features (modsto 
current shipping release) to testers. New delivery every 
week (delivery every day toward the end of the project).

ÆTesters start testing (learn the new stuff, hunt for bugs) 
and writing tests and test data for reuse.

ÆOnce the program stabilizes enough, design/run tests for 
security, performance,  longevity, huge databases with 
joufsbdujoh gfbuvsftò ebub- fud/

ÆTesters hang out with programmers to learn more about 
uijt qspevduòt sjtlt/

ÆLater in the project, some testers refocus, to write status 
reports or run general regression tests, create final release 
test.

ÆIfmq dmptf qspkfduòt efubjmt jo qsfqbsbujpo gps sfmfbtf/
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Along with òtestingó, 

these testers are 

involved in a diverse 

set of quality-related 

activities and release-

support activities.

These groupsõ scope 

varies over time and 

across test managersõ 

and execsõ attitudes.
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ÆWrite requirements

ÆParticipate in inspections and walkthroughs

ÆCompile the software

ÆConduct glass box tests

ÆWrite installers

ÆConfigure and maintain programming-
related tools, such as the source control 
system

ÆArchive the software

ÆInvestigate bugs, analyzing the source code 
to discover the underlying errors

ÆEvaluate the reliability of components that 
the company is thinking of using in its 
software

ÆProvide technical support

ÆDemonstrate the product at trade shows 
or internal company meetings
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Few test groups provide all 

these services, but many 

in-house test groups 

provide several.

The more of these your 

staff provides, the more 

testers and the more skill-

set diversity you need.

See Kaner, Hendrickson & 

Smith-Brock for 

discussion
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ÆTrain new users (or tech support or training 
staff) in the use of the product

ÆProvide risk assessments

ÆCollect and report statistical data (software 
metrics) about the project

ÆBuild and maintain internal test-related tools 
such as the bug tracking system

ÆBenchmark competing products

ÆEvaluate market significance of various 
hardware/software configurations (to inform 
their choices of configuration tests)

ÆConduct usability tests

ÆLead or audit efforts to comply with 
regulatory or industry standards (such as 
those published by SEI, ISO, IEEE, FDA, etc.)

ÆProvide project management services.
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These illustrate tradeoffs 

between òindependenceó 

and òcollaboration.ó 

Groups that see 

themselves as 

fundamentally 

independent provide a 

narrower range of 

services and have a 

narrower range of 

influence.
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ÆUif uzqjdbm njttjpot uibu Jòwf 
encountered when working with in-
house test groups at mass-market 
software publishers have been much 
broader than bug-hunting. 

ÆI would summarize some of the most 
common ones as follows (Note: a 
single testing project operates under 
one mission at a time):

ïBug hunters

ïQuality advocacy

ïDevelopment support

ïRelease management

ïSupport cost reduction
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Many group's missions 

include their core goal for 

their own staff. For example, a 

group might see the services 

it provides as vehicles to 

support the education or 

career growth of its staff.
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ÆSeveral in-house IT organizations are 
reorganizing testing to try to get 
comparable benefits.

ÆI have no sense of industry statistics 
because the people who contact me 
have a serious problem and are willing 
to entertain my ideas on how to fix it.

ÆThese managers complain about:

ïIneffectiveness of their testers

ïAttention to process instead of 
quality

ïLack of product / service 
knowledge

ïLack of collaboration
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An executive at a huge 

company explained to me 

why they were 

outsourcing testing.

òWe canõt get good testing 

from our own staff. If I 

have to get bad testing, I 

want it cheap.ó
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People send their products for testing 
by an external lab for many reasons:

ÆThe lab might offer specific skills that 
the original development company 
lacks.

ÆThe customer (such as a 
government agency) might require a 
vendor to have the software tested 
by an independent lab because it 
doesn't trust the vendor

ÆThe company developing the 
software might perceive the 
outsourcer's services as cheaper 
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DIFFERENCE CONSEQUENCES

They might be more skilled 
with some testing technology 
or at some specifictesting 
tasks

ÅThey might be more effective in 
some types of tests, e.g. producing 
better scripts (automated) faster for 
routine (e.g. domain) techniques

They donõt understand our 
market (expectations, risks, 
needed benefits, competitors) 
or the idiosyncratic priorities 
of our key stakeholders. 

ÅTheyprobably wonõt be as good at 
benefit-driven testing (e.g. scenario)

ÅTheir exploratory tests will be less 
well informed by knowledge of this 
class of product

ÅTheir design critiques in bug 
reports will be less credible and 
less welcome

Theydonõt have collaborative 
opportunities with local 
developers and stakeholders

ÅThey will need more supporting 
documentation

ÅThey will generate more 
documentation and need it reviewed

ÅThey will be unavailable or 
ineffective for collaborative bug-
fixing, release mgmt, etc.
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When I talk of òbug 

advocacyó, friends 

whose experience 

is entirely 

òindependent labó 

think I am talking 

about pure 

òtheory.ó 

Context constrains 

what tester roles 

are possible, and 

that shapes the 

possible missions. 
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