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NOTICE

The practices recommended and discussed in this
course are useful for an introduction to testing, but
more experienced testers will adopt additional
practices. | am writing this course with the mass
market software development industry in mind.
Missioncritical and lifecritical software development
efforts involve specific and rigorous procedures that
are not described in this course.

Some of the BBS$eries courses includsome legal
information, but you are not my legal client. | do not
provide legal advice in the notes or in the course.

If you aska BBST instructor guestion about a specific
situation,the instructor might useyour question as a

teaching tool, and answer it in a way tisghe believes
Xpvme T opsnb mumkzahaswenaybev f c v u
inappropriate for your particulasituation or incorrect

In your jurisdiction. Neither | nor any instructor in the

BBST series can acceagty responsibility foactions

that you might take in response momments about

the law maden this course. If you need legal advice,

please consult your own attorney
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ABOUT CEM KANER wwWw.KANER.COM

My job titles are Professor of Software Engineering at the Florida
Jotujuvuf pg Ufdi opmphz- Dboe
also an attorney, whose work focuses on same theme as the rest
of my career: satisfaction and safety of software customers and
workers.

Jowf xpslfe bt b gsphsbnnfs-
interface designer, software salesperson, organization
development consultant, as a manager of software testing, user
documentation, and software development, and as an attorney
focusing on the law of software quality. These have provided many
Insights into relationships between computers, software,
developers, and customers.

—f mmn ¥

S W

| studied Experimental Psychology for my Ph.D., with a
dissertation on Psychophysics (essentially perceptual
measurement). This field nurtured my interest in human factors
(usability of computer systems) and the development of useful,
valid software metrics.

J sfdfoumz sfdfjwfe BDNot Tqf d
boe Tpdjfuz T Nbljoh b Ejggfsfo
an individual who is widely recognized for work related to the
interaction of computers and society. The recipient is a leader in
gspnpujoh bxbsfoftt pg fuijdbm boe tpdjbm jt

http://www.sigcas.org/awbiasardsvinners/sigcasaking:-
differencaware2009
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Black Box Software Testing

ABOUT JAMES BACH  www.saTisrice.com

| started in this business as a programmer. | like
programming. But | find the problems of software quality
analysis and improvement more interesting than those of
software production. For me, there's something very
compelling about the question "How do I know my work is
good?" Indeed, how do | know anything is good? What doe
good mean? That's why | got into SQA, in 1987.

Today, | work with project teams and individual engineers
to help them plan SQA, change control, and testing
processes that allow them to understand and control the
risks of product failure. | also assist in product risk analysis
test design, and in the design and implementation of
computersupported testing. Most of my experience is with
marketdriven Silicon Valley software companies like Apple
Computer and Borland, so the techniques I've gathered
and developed are designed for use under conditions of
compressed schedules, high rates of change, component
based technology, and poor specification.
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ABouT REBECCA L. FIEDLER www.seckyFiEDLER.COM

I've been teaching students of all agésom

Kindergarten to University for the past 25 years. My
primary interests are how people learn and how
technology can make educational efforts more effective
and more accessible to more people.

Until recently, | served as an Assistant Professor of

Education at Indiana State University and St. Mé&ihe- Sl
Woods College, but to really get to the roots of effective EEsSSE
design of online education, especially for working e, 9L
professionals, it made more sense for me to go

independent and focus my own time as an independent 2
consultant. | consult primarily through Acclaro Research i
Solutions, www.acclaroresearch.com.

Cem Kaner and | are e®rincipal Investigators on the
National Science Foundation grant that subsidizes
development of these courses.

My Ph.D. (University of Central Florida) concentrations
were in Instructional Technology and Curriculum. My
dissertation research applied qualitative research metho
to the use of electronic portfolios. | also hold an M.B.A. |
Management and a Bachelor of Music (Education).
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MANY THANKS...

The BBST lectures evolved out of coursesauthored by Kaner & Hung Quoc Nguyen and
by Kaner & Doug Hoffman (now President of the Association for Software Testing), which
xf nfshfe xjui Kbnft Cbdi ot boe Njdihfm
The online adaptation of BBST was designed primarily by Rebecca L. Fiedler.

This is a continuing merger: we freely pilfer from RST, so much that we list Bach as a co
author even though Kaner takes ultimate responsibility for the content and structure of the
BBST set.

After being developed by practitioners, the course evolved through academic teaching and
research largely funded by the National Science Foundation. The Association for Software
Testing served (and serves) as our learning lab for practitioner courses. We evolved the 4
week structure with AST and have offered over 30 courses to AST students. We could not
| bwf dsfbufe uijt tfsjft xjuipvu BTUOt d]

We also thank Jon Bach, Scott Barber, Bernie Berger, Ajay Bhagwat, Rex Black, Jack Falk
Elizabeth Hendrickson, Kathy Iberle, Bob Johnson, Karen Johnson, Brian Lawrence, Brian
Marick, John McConda, Melora Svoboda, dozens of participants in the Los Altos Workshop
po Tpguxbsf Uftujoh- uif Tpguxbsf Uftu NI
& Exploratory Techniques, the Workshops on Teaching Software Testing, the Austin
Workshops on Test Automation and the Toronto Workshops on Software Testing and
students in over 30 AST courses for critically reviewing materials from the perspective of
experienced practitioners. We also thank the many students anthstuctors at Florida

Tech, who helped us evolve the academic versions of this course, especially Pushpa
Bhallamudi, Walter P. Bond, Tim Coulter, Sabrina Fay, Ajay Jha, Alan Jorgenson, Kishore
Kattamuri, Pat McGee, Sowmya Padmanabhan, Andy Tinkham, and Giri Vijayaraghavan.
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GETTING THESE SLIDES

Epxompbe uifpn gspn ¢

www.testingeducation.org/BBST
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OUR APPROACH

Testing software involves investigating a
product under tight constraints. Our
goal is to help you becoma better

Investigator:
AKnowledge and skills important to | A
testing practitioners P
AContext-driven L essons =mm f
i Diverse contexts call for diverse Learned " IKS”
practices in SOFTWARE

iXf epoou ufbdi i TESTING
Instead, we teach practices that . | |
are useful in the appropriate | | |
circumstances. | . 3

I http://kaner.com/?p=49
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THE CST SERIES

/E3 courses lead to the Certificate
Software Testing (CST)

Foundations
Bug Advocacy
Survey of Test Technigues

A5 more for the Certificate In
Software Test Design (CSTD)

Black Box Software Testing

" Domain Testing
RiskBased Testing
SpecificatiofBased Testing
Use Cases and Scenarios

Exploratory & Scripted
Approaches

The CST is currently offered by the Floride

Institute of Technology.

In theory, any organization could create \Er

offer a CST based on our materials. Ho
you want us (the Florida Tech group) to
recognize your Certificate as equivalent
we need to coordinate standards. This ir

A Teaching by certified instructors, typic
with a pair of teachers to improve relig

of standards. (We are developing online

instructor training and certification.)

A Proctored final exams (we currently uge

Secur eRemaerRmaor)

o
(e
\Cl

all
bi

If you want to collaborate with us in offefin

equivalent Certificate series at your

organization, contact us at kaner@kane

[.C
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THE ACADEMIC SERIES

Professor selects from the same:
Aideos
Auiz questions

AOrientation exercises, labs and
assignments

Blends these with her or his material,
which often includes:

Az NN, ©F If you're a professor and
AGlass box techniques, or want to talk about

AT opics of greater interest to local Incorporating these

industry materials into your
courses, contact me at
kaner@cs.fit.edu

Black Box Software Testing Coppiifil® Cem Kaner & James Bach11



BBST (CST) LEARNING OBJECTIVES

AUnderstand key testing challenges that
demand thoughtful tradeoffs by test
designers and managers.

ADevelop skills with several test techniques

AChoose effective techniques for a given
objective under your constraints

Amprove the critical thinking and rapid
learning skills that underlie good testing

ACommunicate your findings effectively

AWork effectively online with remote
collaborators

APlan investments (in documentation, tools,
and process improvement) to meet your
actual needs

AACreate work products that you can use In
job interviews to demonstrate testing skill

Black Box Software Testing Coppifil® Cem Kaner & James Bach12



FOUNDATIONS COURSE OBJECTIVES

Learning about testing Improving academic skills
AKey challenges of testing AOnline collaboration tools
I Information objectives drive the I Forums
testing mission and strategy i Wikis

Oracles are heuristic
Coverage is multidimensional

: L _ AClear, wellstructured
Complete testing is impossible

2 communication
Measurement is important, but . :
hard AEffective peer reviews

APrecision in reading

/EEntroduce you to: ACope calmly and effectively

with formative assessments

Basic vocabulary of the field .
/ (such as tests designed to help

Basic facts of data storage and

manipulation in computing you learn).
Diversity of viewpoints Assessment can be helpfully
Viewpoints drive vocabulary hard without being risky

Black Box Software Testing Copifll® Cem Kaner & James Bach13



INSTRUCTIONAL APPROACH

Every aspect of the course is designed to help
you learn

AOrientation exercisesreadiness for learning)
AAVideo lectures

AAQuizzes (o one who honestly tried to do well
on the quizzes has failed the course because of
low quiz scores)

A _abs(oneperson tasks that apply learning)
ASocial interactions
AAPeer reviews
AGroup Assignments
AStudyguide driven exams
I Exam cram forum
I Proctored exam

Black Box Software Testing Copytfll® Cem Kaner & James Bach14



The nature
of testing

Black Box Software Testing Copptfifl® Cem Kaner & James Bach15



WHAT'S A COMPUTER PROGRAM?

Textbooks often define a
ifdpngvufs gsphsbno mjl f

A program 1s a set

of instructions
for a computer

Black Box Software Testing Coppifll® Cem Kaner & James Bach16



That's like defining a house like this:

A house 1s a set of
construction materials

assembled according to
house-design patterns-

I'd rather definat as

A house 1s something

built for people to
live 1in

This second definitiofocuseon
the purpose and stakeholders of
the house, rathethanon its
materials.

Black Box Software Testing Coppifil® Cem Kaner & James Bach17



SOMETHING BUILT FOR PEOPLE TO LIVE IN...

The focus IS on

AStakeholders
I (for people)

APurpose
I (to live In)

Black Box Software Testing

Stakeholder:
Any person affected by:
Asuccess or failure of 4

project, or

Aactions or inactions o
a product, or

Aeffects of a service.

Coppifll® Cem Kaner & James Bach18



The narrow focus on the
machine prepares
Computer Science

students to make the
worst errors in software

engineeringy In their
first two weeks of school.

Black Box Software Testing Coppifil® Cem Kaner & James Bach19



A DIFFERENT DEFINITION

A computer program Is
Aa communication

Aamong several humans and
computers

Awvho are distributed over
space and time,

Athat contains instructions
that can be executed by a
computer.

The point of the
program is to
provide value

to the stakeholders

Black Box Software Testing Coppifll® Cem Kaner & James Bach20



WHAT ARE WE REALLY TESTING FOR?

Quality is value to some person

— Jerry Weinbery

Testers look for
Quality isinherently subjective. di ffer ent

Different stakeholders will
perceive i

the same product e for

as having stakeholdersg

different levelof quality.
Black Box Software Testing Coppifil® Cem Kaner & James Bach21




SOFTWARE ERROR (AKA BUG)

An attribute of a software product

AEhat reduces Its value to a
favored stakeholder

Aor Increases Its value to a
disfavored stakeholder

Awvithout a sufficiently large
countervailing benefit. OAny t hre
An error: value of the product
AMay or may not be a coding to any stakeholder
error, or a functional error who matt
Design errors are bugs too. --James Bach

Black Box Software Testing Coppifil® Cem Kaner & James Bach22



SOFTWARE TESTING

As an empirical

Aechnical

Anvestigation

Aconducted to provide stakeholders
Awvith information

Aabout the quality

Aof the product or service under test

We design and run
tests in order to gaif
useful information
about the product's
quality.

Black Box Software Testing Copytfifl® Cem Kaner & James Bach23



TESTING IS ALWAYS A SEARCH FOR INFORMATION

AFindimportant bugs
/EASsess the quality of the product

AEHelp managers assess the progress of the project

AEHelp managers make release decisions
AEBlock premature product releases

AEHelp predict and control product support costs
AECheck interoperability with other products
AEFind safe scenarios for use of the product
/EASssess conformance to specifications
AECertify the product meets a particular standard

FEEnsure the testing process meets accountability
standards

AAEMinimize the risk of safetselated lawsuits

AHelp clients improve product quality & testability
AHelp clients improve their processes

AEEvaluate the product for a third party

Different \

objectives
require different
testingtools
and strategies
and will yield
different tests,
test

documentation
Qndtest resuly

Black Box Software Testing Copytfifl® Cem Kaner & James Bach24



Moreabout
definitions
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THERE ARE NO “CORRECT" DEFINITIONS

AT pnf qf pqgmf
testing

epoou mjlf pvs efgj o]

I They would rather call testing a hunt for

bugs

I Or a process for verifying that a

program meets its specification

(Try to reconcile THOSE two definitions!) | \\e would rather
/EThe different definitions reflect different embrace the genuine

visions of testing.

/AEMeaning is not absolute. Wordaean what diversity of our field
the people who say them intend them to than try to use
mean and what the people who hear then

Interpret them asmeaning.

AEClear communication requires people to to hide it or
share definitions of the terms they use. If
you're not certain that you know what
someone else meanask them .

Black Box Software Testing

standards committees

legislate it away.

Copyfll® Cem Kaner & James Bach26



THE AST DICTIONARY PROJECT

page discussion edit history

.ﬂ.s?l ociation for
ware
estin

Main Page

Getting Started [edit]

The AST Dictionary of Software Testing gathers the commaon definitions

navigation of key terms in our field.
" Main Page = We reject the notion that there is one and only one correct definition
= Community portal for key terms.

Current events
Hecent changes

» The differences in definitions often reflect underlying differences in
theory of good practice or legitimately different (and often
informatively interesting) histories. As with great dictionaries like the
Cxford English &, we see great value in recording (and no value in

search suppressing) the actual diversity of usage in our field.

= Random page
m Help

To learn more about how to contribute, and about our editonal
| Go | | Search | standards, please visit the getting started page.

http://www.testingeducation.org/dictionary/index.php/Main_P
Black Box Software Testing Coppifil® Cem Kaner & James Bach27




WE USE “WORKING DEFINITIONS”

We provide definitions for key concepts:
AETo limit ambiguity, and

Ao express clearly the ideas in our courses

And we expect you to learn them.

And we will test you on them. And give yol
cbe uftu hsbeft | g

Xf EPOoU sfrvjsf zp
definitions as correct OR as the most
desirable definitions.

We only require you to demonstrate that
you understand what we are saying.

Jo ui f Tsfbm xpsmeod
of these words, ask them what THEY mea
Instead of assuming that they mean what \

mean.

AST encourages its
members to discuss,
debate and provide F
additional historical
background in their
definition wiki.
Similarly, we welcom¢

critical discussion In
our forums

Black Box Software Testing Coppifll® Cem Kaner & James Bach28



And nOW, his course IS
primarily

backtoth@ | about |ob

box0 O$VY.

definitions | | | v o1 41 1

Black Box Software Testing Coppifil® Cem Kaner & James Bach29



BLACK BOX TESTING

Testing and test design without
knowledge of the code (or without use
of knowledge of the code).

The tester designs tests from his
(researchbased) knowledge of the
gspevduot vtfs di
needs, the subject area being
bvupnbufe )f/ nh/ 1
gspevduot nbsl| fu-
environment (hardware / software).

Some authors narrow this concept to
testing exclusively against an
bvuil psjubuj wf tqgf

The black box testeLr

becomes an exper

In the relationships|
between the program

and the world In
which It runs.

a)

/

Black Box Software Testing Copyifll® Cem Kaner & James Bach30
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(GLASS BOX TESTING

Testing or test design using knowledge
of the details of the internals of the
program (code and data).

Glass box testers typically ask

A Epft uijt dpef
gsphsbnnfs fyqgfd.u

In contrast to the black box question:

A Epft uiljt ep xiI1 Kk
)i vnbo boe tpguxi
Hmbtt cpy |Jt pgufoc
up dpousbtu xjuil 1

@n

v L h 11 LL |

The glass box
tester becomes a t
expert in the G
Implementation o
the product undey, .
test. 8

Black Box Software Testing
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GREY Box?

Qf pgmf pgufo btl vt- T1TJg uifsf
testing and white box testing, what is grey
cpy uftuj oh@d

Xf epoou uijol ui fsf jt b tuboe
efgjojujpo/ TB cmfoe pg cmbdl C
cpy bqgqgspbdifto jt opu wfsz | og

Examples of grey box:

AStudying variables that are not visible to
the end user (e.g. log file analysis or
performance of subsystems)

ADesigning tests to stress relationships
between variables that are not visible to
the end user

Search the web for more examples of
ihsfz cpy uftujohdo eftdsjgujpot
thousands.

Black Box Software Testing Coppifil® Cem Kaner & James Bach32



ARE THESE “TECHNIQUES”?

Bsf T cmbdl cpyd ps T hmbtt cpyodo uf
Xf gsfgfs up dbmm ui fn T bgqspbdif
Sfgfsfodf/dpn efgjoft Twufdiojrvfd

Ait he body of specialized procedu
used in any specific field, esp. in an area of applied

science.

Amet hod of performance; way of ac
Xi fo tpnfpof tbzt uifzomm ep 71 cmb
Zpv epoou | opx doi,what ui f zomm bduvb
uppmt uifzomm vtf- xibu cvht uifz
ui fzomm mppl gps uifn- ps 1 px uif
xi fuifs uifzowf gpvoe b cvh/

Some techniques are more likely to be used in a

cmbdl cpy xbz- tp xf njhiu dbmm u
ufdiojrvft/ o Cvu ju jt uif ufdi o]
uftujoho* uvibu jt cmbdl cpy- opu

the technique.
Black Box Software Testing Copyifll® Cem Kaner & James Bach33



BEHAVIORAL TESTING:
A DIFFERENCE IN PERSPECTIVE

Behavioral testing is focused on the
observable behavior of the product.

It is like black box testing, except that
behavioral testers might also read the
code and design tests on the basis of
their knowledge of the code.

The notion of "black box" analysis precedes software testing.

"In science and engineeribpck boxs a device, system or object

which can (and sometimes can only) be viewed solely in terms of its
output and transfer characteristics without any knowledge of its intel
workings. Almost anything might be referred to as a black box: a tra
an algorithm, dttp://eh . Wikepedia.angwiki/Blacknbox

Behavioral testing removes this restriction
Black Box Software Testing Copyifll® Cem Kaner & James Bach34



Several academics (and some practitioners) have
buubdl fcep yioc mbfdtiluj oh/ Cpsjt Cfj){fs dbm
I ] hopcslbtofdd uftuj oh/ o

Cfj{fs qgsfgfssf eteftscofvisiblavj ps b m
behaviorjnformed by knowledge of the internals where
possiblé as making for better test design.

| think the distinction reflects an underlying difference P"AMMANN J°'"0|:HJT|-
of opinion about what testers are supposed to do. '

Ammann and Offutt's excellent texintroduction to
Software Testingffers a sophisticated, unifying view of
the field, but it focuses on verification (was something
iImplemented correctly?). It seems blind to questions
of validation (are we building the right thing?).

uf tuj oho

Behavioral testing is useful when our purpose is to
verify that the program does what the programmer
iIntended.

However, to the intentionally blackox tester, the

focus is on what the prograrshould do. For this, \()ll\ll{{o\l;;l(“'l"[)\\lli)\(

the tester must lookbeyond the code, to the
gsphsbnot sfmbujpot Xxj ui S |

Black Box Software Testing Copyifll® Cem Kaner & James Bach35



STRUCTURAL TESTING

Qf pgmf xi p gsfgfs T cfi bwjps
up T cmbdl cpyo vtvbmmz qsfg
iftusvduvsbmo up T hmbtt cpyod

cpy/ o

As far as we can telstructural
testing Is the same as glass box

testing.

Black Box Software Testing
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UNIT, INTEGRATION & SYSTEM TESTING

Unit tests focus on individualnits of
the product

Programmers typically describe unit
testing as glass box testing, focused on
iIndividual methods (functions) or
Individual classes.

SO ‘;’ ’ Petar Tahchiev
JU . t {2 " Felpe Leme
ni XUNIT TEST o O B
RQ(“)Q PATTERNS
Practical Methods : J» 1l -
for Programmer Testing JA0 ’ 'l |
1.B. Rainsberger IN A(TION
w it
L | PTSTI . | | FTYTIL
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UNIT, INTEGRATION & SYSTEM TESTING

IEEE standard 1008 oftware
unit testing clarifies that a unit

"may occur at any level of the design
hierarchy from a single module to a
complete program.”

If you think of it as one thing, and test
It as one thing, it's a unit. Black box unit tests?

Imagine a code
library that specifies
the interfaces of its

functions but
provides no source
code. How does thq
programmer try out @

function?

Black Box Software Testing Copyififl® Cem Kaner & James Bach38



UNIT, INTEGRATION & SYSTEM TESTING

Integration tests study how two (or
more) units work together. You can
have:

Aow-level integration (2 or 3 units)
and

Ahighlevel integration (many units, all
the way up to tests of the complete,
running system).

Integration testing might be black box
or glass box. Integration testers often
use knowledge of the code to predict
and evaluate how data flows among the
units.

Black Box Software Testing Coppifil® Cem Kaner & James Bach39



UNIT, INTEGRATION & SYSTEM TESTING
System testing focuses on the value
of the running system

"System testing is the process of
attempting to demonstrate how the
program does not meet its objectives"

Glen Myers (1979he Art of Software
Testingp. 110.

Black Box Software Testing Copyifll® Cem Kaner & James Bach40



IMPLEMENTATION-LEVEL VS.
SYSTEM-LEVEL

Implementation-level testing is focused
on the details of the implementation.

AT ypically it is glass box testing.

AExamples include unit tests,
Integration tests, tests of dataflows,
and tests of performance of specific
parts of the program. These are all
ImplementatioAevel tests.

AT ypically, implementaticlevel tests
ask whether the program works as
the programmer intended or
whether the program can be
optimized in some way.

Black Box Software Testing Coppifil® Cem Kaner & James Bach41



IMPLEMENTATION-LEVEL VS.

PROGRAMMER TESTING

The Extreme Programming community

dpj ofe ui f

uf sn- T Qsphsbnnf s

http://www.c2.com/cgi/wiki?HistoryOfProgrammerTest and
http://www.manning.com/rainsberger/

AAs used In that community (and by
us), programmetesting does NOT
refer to anytests run by a

programmer.

AOur impression is that Programmer

Testing and Impleme

ntatielcevel

Testing mean the same thing.

AXf qgsfgf s

foubujp
uftujoho )xijdi dpousbtu
- CVu z

SysterdMf wf m

I Jluewelmf n

uftuj oh?*

likely to see both terms.

Black Box Software Testing
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FUNCTIONAL & PARAFUNCTIONAL

Functional testing is system-level
testing that looks at the program as a
collection of functions. A “function”
might be an individual feature or a
broader capability that relies on several
underlying features.

We analyze a function in terms of the
Inputs we can provide it and the
outputs we would expect, given those
Inputs.

(See W.E. Howderfunctional Program
Testing & Analysi®87)

Black Box Software Testing Copyifll® Cem Kaner & James Bach43



FUNCTIONAL & PARAFUNCTIONAL

Jo dpousbtu up T gvoduj pobm uf
people often refer to parafunctional or
nonfunctional testing.

(Why parafunctionahstead ofnonfunctionalCalling

uftut Topogvodujpobmd gpsdft bctvse tu
i bmm ui f opogvodujpobm uftut bsf opx X
The concept of “functional testing” is
fairly well deﬁr.\ed,“but parafurlct‘i‘onal 5 The concept of
includes anything “other than” (“para”) narafunctional (or
functional. Same for non-functional. .

o _ _ nonfunctional)
This includes testing attributes of the testing is so vague
software that are general to the as to be
program rather than tied to any dvsfunctional
particular function, such as usability, ystunctional.
scalability, maintainability, secuyity We wonot Jof
speed)ocalizability, supportability, etc. In the course.

Black Box Software Testing Copyifll® Cem Kaner & James Bach44



ACCEPTANCE TESTING #1

In early times, most software development
was done under contract. A customer (e.qg.
the government) hired a contractor (e.g.
IBM) to write a program. The customer
and contractor would negotiate the
contract. Eventually the contractor would
say that the software is done and the
customer or her agent (such as an
Independent test lab) would perform

acceptance testing to determine whether | This is the meaninq
the software should be accepted. '

If software failed the tests, it was :
unacceptable and the customer would we will adopt
refuse to pay for it until the software was
made to conform to the promises in the
contract (which were what was checked
by the acceptance tests).

IN this course.

Black Box Software Testing Copyfll® Cem Kaner & James Bach45



ACCEPTANCE TESTING #2

There really is no place for acceptance testing if
there are no contract-based requirements. (At least,
not in the traditional sense of the word.)

But many people use the word anyway.

Up uifn- Tbddfgqgubodf uftujohd sfgfs
might help someone decide whether a product is

ready for sale, installation on a production server,

or delivery to a customer.

To us, this describesaf wf mp g f (ehetheref dj t j po

to deliver) ratherthana vt upnf s(whetheef dj t j po

up bddfgu*- tp xf xpoou vtf wuijt uf.
However, it is a common usage, with many local

variations. Therefore, far be it from us to call it

i xXspoh/ d Cvu xifo zpv ifbs ps sfbe

i bddf gubodf wuftujoho- epoou bttvnf
meaning is intended. Check your local definition.

Bolton, http://www.developsense.com/presentatithB/RBQKE
UserAcceptanceTesting.pdf
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INDEPENDENT TESTING

Testing done by a third party, often an
external test lab. Some companies have
an independent in-house test group.

The key notion is that the independent

uftufst bsfoou jJjogmvfifodfe ps
to analyze and test the software in

ways preferred by the developers.

Independent labs might be retained to
do any type of testing, such as
functional testing, performance testing,
security testing, etc.
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About that

one youor
tlo takee

Black Box Software Testing

Coppifll® Cem Kaner & James Bach48



QUIZ STANDARDS, RULES & TIPS

ABBST Quizzes are OPEN BOOK

AEYou are welcome to take the quiz while you
watch the video or read the materials.

/EYou can take the quiz with a friend (sit side
by side orskypetogether)

AZpv nbz opu dpgz tpnfpof ffm
Jg zpv vtf tpnfpof fmtfot b
figuring out yourself what the answer is, or
working it out with a partner (and actively
engage in reasoning about it with your
partner), you are cheating.

I If you make an honest effort on the
rvjy{{ft cvu tdpsf qgppsmz- epoou
The scores are for your feedback and to
tell us who istryingto make progress in
the course. No one who has honestly
attempted the quizzes has ever failed the
course because of low quiz grades.
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QUIZ RULES, STANDARDS & TIPS

The quizzes are designed to help you
determine how well you understand the
lecture or the readings and to help you gain
new insights from lecture/readings.

AXXf x]J mm nblf gjof ejtujodujpot/
not sure of the answer, go back and read
again or watch the video)

AWe will demand precise reading. (The
ability to read carefully, make distinctions,
and recognize and evaluate inferences in
what is read, is essential for analyzing
specifications. All testers need to build
these skills.)

AANe will sometimes ask you to think about
a concept and work to a conclusion.

It is common for students to learn new things
while they take the quiz.
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QUIZ STANDARDS, RULES & TIPS

AETypical question has 7 alternatives:
a. (a)
b. (b)

(c)
(a) and (b)

(a) and (c)
(b) and (c)
g. (a)and (b) and (c)
AEScore is 25% if you select one correct
of two (e.g. answer (a) instead of (d).)

AScore is O if you include an error (e.g.
answer (d) when right answer is only
(a).)People usually remember the errc

~® Q20

they hear from you more than they no|

what you omitted to say.

For a detailed discussion
of our standards, see
Kaner, o Wr |
choil ce t est
developed as part of the
ASTOs Open
project.

http://kaner.com/?p=34

Black Box Software Testing Coppifil® Cem Kaner & James Bach51



Question
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WHAT IS THE SIGNIFICANCE OF THE DIFFERENCE
BETWEEN BLACK BOX AND GLASS BOX TESTS?

a. Black box tests cannot be as powerful as glass
box tests because the tester doesn't know
what issues In the code to look for.

b. Black box tests are typically better suited to
measure the software against the expectations
of the user, whereas glass box tests measure
the program against the expectations of the
programmer who wrote |It.

c. Glass box tests focus on the internals of the
program whereas black box tests focus on the
externally visible behavior.

d. (a) and (b)
e. (a) and (c)
f. (b) and (c)

g. (a) and (b) and (c)
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A SAMPLE QUESTION

What is the significance of the difference between

black box and glass box tests?

b. Black box tests are typically better suited to
measure the software against the expectations
of the user, whereas glass box tests measure
the program against the expectations of the
programmer who wrote it. [CORRECT]

c. Glass box tests focus on the internals of the
program whereas black box tests focus on the
externally visible behavior.

e This is factually correct, but irrelevant. The
question doesn’t ask what the difference is
between black box and glass box. It asks
“What is the significance of the difference?”

These might
seem unfairly
hardto begin
wi t h, o
get better at
them with
practice.

The underlying
skills have
value.
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ACCORDING TO THE LECTURE,
INDEPENDENT TESTING ...

a.

b.

~ o o

Black Box Software Testing

must be done by an outside
company.

is a form of black box testing that is
typically done by an outside test
lab.

is typically done by an outside
company (test lab) but can be done
in-house if the testers are shielded
from influence by the development
staff.

(a) and (b)
(a) and (c)
(b) and (c)
(a) and (b) and (c)

Answer (b) might be correct
under other definitions of
Independent testing but not In
the definition
| ecture. o

The lecture includes any type o
testing, as long it is independer

Reallife example: electronic
voting systems are subject to
code review and glass box

—

testing by independent test Iabsr.
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About the
Exam

Black Box Software Testing Copyifll® Cem Kaner & James Bach56



CST AND ACADEMIC FLORIDA TECH COURSES

Our exams are closed book, essay style.

Xf gpdvt tuvefouto xpsl xjui fttbz
guide. We draw all exam questions from this guide.

We expect wellreasoned, welpresented answers. This is
the tradeoff. You have lots of time before the exam to
develop answers. On the exam, we expect good answers.

We encourage students to develop answers together.

Qmf btf epoou usz up nfnpsj{f
jotufbe pg xpsljoh po zpwyvs_n
(memorization errors lead to bad grades) and you end
learning very little from the course.

Qmf bt f epoou gptu tuvez I We 6 | |u
answers on public websites. That encourages studentq

other courses) to memorize your answers instead of th|S ag aln in
developing their own. Even if someone could memorize
your answers perfectly, and all your answers were perff a feW days ]
this would teach them nothing about testing. It would
cheat them of the educational value of the course.

pui f s
0/ 1

X T
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OVERVIEW: FUNDAMENTAL TOPICS

ANhy are we testing? What are we trying to
learn? How should we organize our work -
to achieve this?nformation objectives drive the
testing mission and strategy

AHow can we know whether a program has
passed or failed a tes¥acles are heuristic

AHow can we determine how much testing
has been done”? What core knowledge
about program internals do testers need to
consider this questionoverage is a
multidimensional problem

AAre we done yetComplete testing is impossible

AHow much testing have we completed and
how well have we done itMeasurement is
important, but hard
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TODAY'S READINGS

Required:

ACem Kaner, Elisabeth Hendrickson & Jennifer

SmithBrock (2001) , "Managing the

proportion of testers to (other) developers."
http://kaner.com/pdfs/pnsqc_ratio _of testers.pdf

Useful to skim:
AKb nft Cbdi - 1T Ui f | f

. ~ 1 + 3310 A L1Lf + 4. TU

Npef md
http://www.satisfice.com/tools/sasshide. pdf

ACem Kaner (2000), "Recruiting software
uftufst /1
http://kaner.com/pdfs/JobsRev6.pdf

AlJonat han Kohl (2010
my testing?o,
http://www.kohl.ca/blog/archives/000217.html

A Karl Popper (2002, 3rd E2bhjectures and
Refutations: The Growth of Scientific Know|

Your class may ust

other readings, b
we had these In

mind when creatin

this lecture.

5

r

(Routledg€lassics).
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WHAT IS SOFTWARE TESTING?

Some definitions
are simple and
straightforward.

Testing is:

/E'the process of executing a program
with the intent of finding errors."

Glen Myers (1979, p. 5), Art of
Software Testing

A questioning a product in order to
evaluate it."

James Bach.
Black Box Software Testing Coppifil® Cem Kaner & James Bachg?2



WHAT IS SOFTWARE TESTING?

"The process of operating a system or
component under specified conditions,
observing or recording the results, and
making an evaluation of some aspect of
the system or component." (IEEE
standard 610.1-2990)

"Any activity aimed at evaluating an

attribute or capability of a program or

system and determining that it meets its

sfrvjsfe sftvmutc¢c/ Uftujoh jJt
measurement of software quality." Bill

Hetzel (1988, 2nd ed., p. 6), Complete

Guide to Software Testing.

Others are a little

more complex
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SOFTWARE TESTING

As an empirical

Aechnical

Anvestigation

Aconducted to provide stakeholders
Awith information

Aabout the quality

Aof the product or service under test

Black Box Software Testing Copytfill® Cem Kaner & James Bachg4



DEFINING TESTING

An empirical

ANe gain knowledge from the world,
not from theory. (We call our
fyqfsjnfout- Tuftut/ o*

ANe gain knowledge from many
sources, including qualitative data
from technical support, user
experiences, etc.

technical

AANe use technical means, including
experimentation, logic, mathematics,
models, tools (testingupport
programs), and tools (measuring
Instruments, event generators, elc

Black Box Software Testing Copyifll® Cem Kaner & James Bachgb5



DEFINING TESTING

An empirical, technical ...
& Jowftuj hbuj po

AAn organized and thorough search
for information.

AT his Is an active process of inquiry.
We ask hard questions (aka run hard
test cases) and look carefully at thg

A law firm suing a company for

results having shipped defective
conducted to provide software has no interest in the
stakeholders success of the product

: development effort but a big|
ASomeone who has a vested interes nterest in the success of its

In the success of the testing effort own testing project

ASomeone who has avestedinterey (researching
In the success of the product defects).

Black Box Software Testing Coppifll® Cem Kaner & James Bach6o



DEFINING TESTING

An empirical, technical investigation
conducted to provide stakeholders ...

@& XJul jJogpsnbujpo

AT he information of interest i®ften
about the presence (or absence) of
bugs, but other types of information  Karl Popper argued that
are sometimes more vital to your experiments designed to

particular stakeholders confirm an expected result are
of far less scientific value than

AJO Jogpsnbuj po U  experiments designedto |f
refers to reduction of uncertainty. A| disprove (refute) the hypothesi:

test that will almost certainly give al that predicts the expectation.
expected reS_UIt IS not e_XpeCted 0 | see his enormously influential
(and not designed to) yield much book,Conjectures &
iInformation. Refutations.
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DEFINING TESTING

An empirical, technical investigation
conducted to provide stakeholders with
information ...

& bcpvu uif rvbmjuz
/AValue to some person
of the product or service under test

AT he product includes the data,
documentation, hardware, whatever the
dvtupnfs hfut/ Jg Ju epf
uphfuifs- jJu epftoou xps
AA service (such as custom programming)

often includes suiservices (such as
support).

AAMost software combines product & service
Black Box Software Testing Copyifll® Cem Kaner & James Bachg8

t 00 L
| /



THERE ARE MANY DIFFERENT
INFORMATION OBJECTIVES
AFindimportant bugs
/EASssess the quality of the product
AEHelp managers assess the progress of the project
AHelp managers make release decisions
ABlock premature product releases

AHelp predict and control product support costs .
ACheck interoperability with other products _ D'_fferent \
/EFind safe scenarios for use of the product objectives require
AEAssess conformance to specifications differentiesting
AECertify the product meets a particular standard tools and
AEnsure the testing process meets accountability | Strategies and will
standards yield different
AMinimize the risk of safetselated lawsuits tests,test
AHelp clients improve product quality & testability documentation
AHelp clients improve their processes &ndtest resury
/EEvaluate the product for a third party

Black Box Software Testing Coppifil® Cem Kaner & James Bachg9



DIFFERENT CONTEXTS = DIFFERENT INFORMATION OBJECTIVES

Massmarket software, close tc
release date. The test group
believes the product is too
buggy and that betteinformed
tubl fi1 pmef st

These testers are likely to do bug-
hunting, looRing for important
bugs that will cause Rey
stakeholders to reconsider
whether they are willing to
release the product

Black Box Software Testing

Softwarefails In use and cause
serious lossesA law firm hires
testers to determine what
caused the faillures and when

¥ the seller found these bugs.

These testers won 't do general

bug-hunting. They [l try to
determine how (and in how many
ways) they can replicate specific
failures and they’ll study
corporate quality records.
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YOUR TESTING MISSION

Your “mission” is your answer to the
question, “Why are you testing?”

AT ypically, your mission is to achieve
your primary information
objective(s).

I If there are too many objectives,
you have a fragmented, and
probably unachievable, mission.

I Awareness of your mission helps
you focus your work. Tasks that
help you achieve your mission are
obviously of higher priority (or
ti pvme c¢cf* ui bo wubtlt uil bu
help you achieve your mission.
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YOUR TESTING MISSION(S)

AJi f uftu hspvgot njttjpo qgqspchbec
changes over the course of the project.
For example, imagine arbonth
development project, with first code
delivery to test in month 2.

AMonth 2 / 3/ 4/ 5 may be bulgunting
I Harsh tests in areas of highest risk.
i Exploratory scans for unanticipated Make your

areas of risk. mission explicit.
AMonth 6 may be helping the project

manager determine whether the produc Be wary of trying

IS ready to ship. to achleve
| tSetSttiﬁgS;.and guality assessments. Les several missions
i Tests include coverageriented at the same time
surveys.
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TESTING STRATEGY
Given a testing mission,

how will you achieve it?

ANe define

| strategys the set of ideas that
guide your test design

I logisticas the set of ideas that
guide your application of
resources, and

I Plamas the combination of your
strategy, your logistics and your
project risk management.

See Bachoep
Test Planning: Contgxt

Model o
http://www.satisfice.cpn
[tools/satisfiaan.pdf
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TESTING STRATEGY
Given a testing mission,
how will you achieve it?

AT he test strategy takes into account:
I Your resources (time, money, tools, etc.)
iZpvs tubggot | opxmfehf Dboe t | |

I What is hard / easy / cheap (etc.) in your
project environment

I What risks apply to this project

AETo choose the best combination of resourc
and technigues

I that you can realistically bring to bear
I to achieve the your mission
I as well as you can under the circumstan

See Bachbo

S

Test Str at
http://www.satisfice.com/tqo
satisficem.pdf
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STRATEGY AND DESIGN

Think of the design task as applying the strategy to the choosing of specific te
techniques and generating test ideas and supporting data, code or procedure

AXiIi pot hpjoh up svo uiftf uftut @ )
AEWhat kinds of potential problems are they looking for?

A px xjmm ui fz sfdphoj {f tvtqgjdjpyv
AWhat aspects of the software are they testing? (What are they ignoring?)
AHow will they recognize that they have done enouglilo$ typeof testing?
AHow are they going to test? (What are they actually going to do?)

AWhat tools will they use to create or run or assess these tests? (Do they
have to create any of these tools?)

AEWhat is their source of test data? (Why is this a good source? What makes
these data suitable?)

AEWIll they create documentation or data archives to help organize their work
or to guide the work of future testers?

AAWhat are the outputs of these activities? (Reports? Logs? Archives? Code
AAEWhat aspects of the project context will make it hard to do this work?
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TWO EXAMPLES OF TEST TECHNIQUES

Scenario testing

Tests are complex stories that
capture how the program will be
used in realife situations.

These are combination tests,
whose combinations are credibl
reflections of real use.

These tests are highly credible
(stakeholderswill believe users
will do these things) and so
failures are likely to be fixed.

Black Box Software Testing

Domain testing

For every variable or
combination of variables,
consider the set of possible
values.

Reduce the set by partitioning
Into subsets. Pick a few higisk
representatives (e.g. boundary
values) of each subset.

These tests are very powerful.
They are more likely to trigger
fallures, but their reliance on
extreme values makes some
tests less credible.

Coppifll® Cem Kaner & James Bach76



TEST TECHNIQUES (BACH)

A test technique is like a recipe. It tells you
how it puts together some ingredients. Then
you vary it to suit your needs.

A technique typically tells you how to
do several (rarely all) of these:

AAnalyze the situation
AAModel the test space

ASelect what to cover

ADetermine test oracles It takes several
AConfigure the test system different recipes
ADperate the test system to create
ADbserve the test system a complete meal.

AEvaluate the test results
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DOMAIN TESTING (ILLUSTRATES THE COMPONENTS OF THE RECIPE)

Analyze the situation

Model the test space

Select what to cover
Determine test oracles

Configure the test
system

Operate the test systen,

Observe the test
system

Evaluate the test result:

We wantto imagine the program as a collection of input anc
output variables. What are their possible values?

Follow a stratified sampling model, biased for higirebability
of failure:For each variablesplit possible values into groups
that are treated equivalently. Consider valid & invalid value:
Test at least one from each group, preferably the one most
likely to show a failure. Next, test groups of a few variables
together, applying a similar analysis.

Which variables and combinations will we test?
Do we look only for inputrejection or output overflow?

What equipment do we test on? Ar&e using tools to create
tests? Execute them? Set everything up.

Execute the tests (e.g. run the automation)

Watch the executiorof the tests. Is the system working
correctly? (e.g. if human testers follow scripts, what actually
happens while they test this way?)

Did the programpass the tests?
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REVIEW

So far today:
AT esting
AStakeholders
Anformation objectives
AMission
AStrategy
AT est techniques

Next:
AHow is the testing effort organized?
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A “TYPICAL" CONTEXT

SoftCocreates tax preparation
software.

ASell 100,000 copies per year

ATwo planned updates (incorporating
changes in the tax code twice per
year.)

AUsed by consumers and some paid
preparers of tax returns

AProgramming and testing are done
within the company, at the same
corporate headguarters.

AT est group (4 or more testers)
reports to its own manager.

How will this project work?

This is like the
projects we had
INn mind In
Testing Computer

Software
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A “TYPICAL” CONTEXT: TYPICAL GROUP

T p g utBspgooup includes:

AT ester skilled with databases and
calculations

ABughunter

AT ool smith
AT ax lawyer (subject matter expert)

AT ester interested In network Issues
(including security & performance)

AConfiguration tester
ANriter (writes test docs well)

AT est group manager

See Kaner (2000), AR
http://www.kaner.com/pdfs/JobsRev6.pdf

The detalls of this list arg
less important than the
diversity of this group.
Everyone is particularly|

good at something.

Collectively, they will be

expert at testing this
class of application.
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A “TYPICAL” CONTEXT: TYPICAL TASKS

AResearch ways this product can fail or be
unsatisfactory (essentially a requirements
bobmztjt gspn b uftufsot

AHunt bugs (exploratory riskased
testing)

AAnalyze the specification and create tests
that trace to spec items of interest

ACreate sets of test data with well
understood attributes (to be used in
several tests and archived)

ACreate reusable tests (manual or

qpj ou

automated)
ACreate checklists for manual testing or] MoOSt iIrhouse test
to guide automation groups do most of
AResearch failures and write well these tasks

researched, persuasive bug reports

Black Box Software Testing
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A “TYPICAL” CONTEXT: TASKS OVER TIME

/ETesters get notes on what changes are coming, perhaps on

a productdevelopment group wiki. The notes are
informal, incomplete, and have conflicting information.

Testers ask questions, request testability features, and may

add suggestions based on technical support @dta,

AUi spvhipvu uif qgspkfdu-
products and/or read books/magazines about what
products like thisshould do.

AEProgrammers deliver some working featuresgdsto
current shipping release) to testers. New delivery every
week (delivery every day toward the end of the project]

fETesters start testing (learn the new stuff, hunt for bugs)
and writing tests and test data for reuse.

AOnce the program stabilizes enough, design/run tests
security, performance, longevity, huge databases with
jouf sbdujoh gfbuvsfto eb

AETesters hang out with programmers to learn more abol
ui jt gspevduot sjtlt/

fELaterin the project, some testers refocus, to write staty
reports or run general regression tests, create final rele
test.

Al f mq

dmptf qgspkfduot efu

Al ong wi th
these testers are
iInvolved In a diverse
set of qualityelated
activities and release
support activities.
These grol
varies over time and
across tes

and execscg
|

Black Box Software Testing
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A “TYPICAL" CONTEXT: LESS COMMON TASKS

ABWrite requirements

AParticipate in inspections and walkthroughs
ACompile the software

AConduct glass box tests

AWrite installers Few test groups proviad
AConfigure and maintain programming theseservices, but many
related tools, such as the source contro in-house test groups

system :
provide several.

AArchive the software
. . The more of these your
Anvestigate bugs, analyzing the source {

to discover the underlying errors staff provides, the more
/EEvaluate the reliability of components tf testers and the more skil

the company is thinking of using in its set diversity you need.

software See Kaner, Hendrickson
AProvide technical support SmithBrock for
ADemonstrate the product at trade showy discussion

or internal company meetings
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A “TYPICAL" CONTEXT: LESS COMMON TASKS

AETrain new users (or tech support or training
staff) in the use of the product

AProvide risk assessments
ACollect and report statistical data (software

metrics) about the project These illustrate tradeoffs
ABuild and maintain internal testlatedtools | b et ween O0O1i n

such as the bug tracking system andodl abor
ABenchmark competing products Groups that see
AEvaluate market significance of various themselves as

hardware/software configurations (to inforn|
their choices of configuration tests)

AConduct usability tests
A _ead or audit efforts to comply with

fundamentally
iIndependent provide &
narrower range of

regulatory or industry standards (such as services and have a
those published by SEI, ISO, IEEE, FDA, € narrower range of
AProvide project management services. influence.
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MISSIONS (IN-HOUSE)

AJi f uvuzqgjdbm njpttj)jpot ui bu Jo
encountered when working with i
house test groups at massarket
software publishers have been much
broader than bughunting.

A would summarize some of the most
common ones as follows (Note: a
single testing project operates under
one mission at a time): Many group's missions

i Bug hunters include their core goal for

i Quality advocacy their own staff. For example,

group might see the services

I Development support it provides as vehicles to

I Release management support the education or
i Support cost reduction career growth of its staff.
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CHANGE OF CONTEXT: IN-HOUSE IT?

ASeveral iFhouse IT organizations are
reorganizing testing to try to get
comparable benefits.

A have no sense of industry statistics
because the people who contact me

have a serious problem and are will
to entertain my ideas on how to fix i

AThese managers complain about:
I Ineffectiveness of their testers

I Attention to process instead of
quality

I Lack of product / service
knowledge

I Lack of collaboration

An executive at a huge

company explained to me
why they were

outsourcing testing.

OWe canot gl
from our own staff. If |
have to get bad testing, ||
want 1t c|

Black Box Software Testing
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CHANGE OF CONTEXT: EXTERNAL LAB

People send their products for testing
by an external lab for many reasons:

AT he lab might offer specific skills that
the original development company
lacks.

AT he customer (such as a
government agency) might require a
vendor to have the software tested
by an independent lab because it
doesn't trust the vendor

AThe company developing the
software might perceive the
outsourcer's services as cheaper
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CHANGE OF CONTEXT: EXTERNAL LAB
DIFFERENCE CONSEQUENCES

They might be more skilled AThey might be more effective in

with some testing technology some types of tests, e.g. producii
or at some speciftesting better scripts (automated) faster f
tasks routine (e.g. domain) techniques

They dondt unATheypr obably woné
market (expectations, risks, benefitdriven testing (e.g. scenari

needed benefits, competitorsATheir exploratory tests will be les

or the idiosyncratic priorities el informed by knowledge of th
of our key stakeholders. class of product

ATheir desigmreritiques in bug
reportswill be less credible and
less welcome

Theyd on &t have ATheywil need more supporting
opportunities with local documentation

developers and stakeholdersAthey will generate more
documentation and need it reviev
AThey will be unavailable or

ineffective for collaborative bug
fixing, release mgmt, etc.

Black Box Software Testing

When | t 4l
adyv o cfiendg g
whoseexperience
IS entirely

Ol ndepednd
think I am talking
about pure

ot heory

Context constrains
what tester roles
are possible, and
that shapes the
possible missions.
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BLACK BOX SOFTWARE TESTING:
FOUNDATIONS
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BLACK BOX SOFTWARE TESTING:
FOUNDATIONS:

LECTURE 3. ORACLES
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